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OVERVIEW OF THE SQL SERVER BROWSER SERVICE (SQL SERVER 2005/2008)

A new service, SQL Server Browser, was introduced with SQL Server 2005 and is also used with SQL Server 2008.

The SQL Server Browser service introduced in SQL Server 2005, runs as a Windows service and it is an extension of SQL
Server Resolution Protocol (SSRP) of SQL Server 2000.

Like SSRP it plays an important role while working with more than one SQL Server ins tance installed on the same
machine. The basic purpose of the SQL Server Browser service is to provide instance and port information to incoming

connection requests.

To configure a better and safe access mechanism for SQL Server,a DBA should have proper understanding of the SQL

Server Browser service. Below I will discuss the access mechanism with reference to the TCP/IP protocol.

How to access SQL Server Browser service

SQL Server Browser service canbe configured during installation or after installation it can be accessed in number of

ways. Here are couple of common ways to access the SQL Server Browser service.

e  Through Windows Services MMC. Access Windows services through the control panel or enter services.msc in
the run box.

¢  Through a command prompt;

e Through SQL Server Configuration Manager (SQL Server 2005/2008);

¢ Through Surface Area configuration (SAC, SQL Server 2005 only);

Itshould be noted that SAC just provides access to start/stop or to change the startup type for the SQL Server Browser

service.

For management of all other parameters like ports, paths you have to use SQL Server Configuration Manager. Also SQL

Server Browser service canbe started by using command prompt.
What if SQL Server Browser service is stopped?

The SQL Server Browser service is installed with installation of SQL Server 2005/2008. It also serves earlier versions
installed on the same machine if there any. The SQL Server Browser service has different impact in different situations,

such as:

e If youhave just one instance installed on machine and it is running on default port 1433, then status of SQL
Server Browser service does not make any difference in your connection parameters.

e  If there are more than one instances running on the same machine, in that case either you have to start SQL
Server Browser service or provide the port number along with IP (or server name) and instance name, to access
any other instance than default.

e IfSQLServer Browser service is stopped and IP along with port number is not provided then connection will
be refused.

e IfSQLServer instance is configured using dynamic ports thenbrowser service is required to connect to correct
port number.

e  Also your named instances will not be published in the list of SQL Server instances on the network(which could
be a good thing)
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Best practices for using SQL Server browser service

The way you use SQL Server Browser service affects the access to your SQL Server instances, hence the security of

installed instances.

At one end, the most security conscious approach may be to use customized static ports for your instances and access
SQL Server with fully qualified connection parameters. It would include IP +InstanceName + Port. In this configuration

your instance would not be exposed to the network also more parameters are required in the connection string.

It would be a secure configuration compared to having the SQL Server Browser service running and serving the
incoming connection requests with instance and port information. If you have no problem in using fully customized
connection strings (IP + Name +Port), then you can stop the browser service permanently and access the instance

through a fully qualified connection string.

Inanother type of configuration, if the instance is configured to use dynamic ports each time, then SQL Server Browser

service should be running, otherwise there would be no way to keep track of the dynamic ports that are assigned.

If you have justa default instance installed (with default port) on your machine then SQL Server Browser service may be
stopped to avoid overhead.
As part of best practices, always run SQL Server Browser service with a minimum privile ged account. According to BOL

any Windows user having the following rights would be capable to run the SQL Server Browser service.

¢ Deny access to this computer from the network

¢ Deny logon locally

e Deny logonas a batch job

e Deny logon through Terminal Services

e Logonasaservice

e Readand write the SQL Server registry keys related to network communication (ports and pipes)

You canchange the defaultaccount of the browser service (local system), to any other user having the above mentioned

rights on the machine.

Limitations and further considerations

e SQL Server Browser service operates at the OS level. You can not have the browser service started for one
instance and stopped for others on the same machine.If SQL Server Browser service is started, it would be
serving all incoming conne ction requests.

e Same conceptmay be applied in case of clustering. You have to separately install and start the browser service
oneach node of the cluster.

e Ifyou are using any type of firewall then do not forget to include UDP port 1434 in the exception list. UDP port
1434 is a port used by the SQL Server Browser service.

e Ifyou are running SQL Server 2000 instance side by side along with SQL Server 2005/2008, then make sure to
apply service pack 3 for the SQL Server 2000 instance. SP3 is required to work correctly with the SQL Server
Browser service.

e It would be better if you have SQL Server Browser service with same settings onboth developmentand
production servers. It would prevent any problems due to differences of connection string information.
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I have a named instance with the following customized static portas shown in TCP/IP properties of instance in

SQL Server Configuration Manager.

[
File Action View Help
e B ®
ia SQL Server Configuration Manager (Local) Protocol Name Status
3 SQL Server Services ¥~ Shared Memary Enabled
S .LSQLpServer :«leftmk Confnzur::on %= Named Pipes Enabled
é‘. rotocols for MSSQLSERW! S TCP/IP g
- (&= Protocols for M55QL2008 Vi D;:ued’d
= 8 SQL Native Client 10.0 Configuration
=4, Client Protocols
2 Aliases 2 —
TP Proporics 2]t
Protocol | IP Addresses
=
Active Yes o
Enabled Yes
IP Address 10.16.5.13
TCP Dynamic Ports
TCP Port
=
Active Yes
Enabled No
IP Address 127.0.0.1
TCP Dynamic Ports 0
TCP Port
=
TCP Dynamic Ports
TCP Port 1444
Active
Indicates whether the selected IP Address is active.
[ Ok || Cancel || Apply || Help

If SQL Server Browser service is not running thenstart it through the command prompt or any of the other ways

mentioned above.

Command Prompt

Start SQL Server browser service through command prompt
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When the browser service is running, I can access the instance without a specifying the port.I can successfully login with

the following connection parameters (IP +Instance Name).

4 Connect to Server >
Microsoft*
Z SQL Server2008
Server type: 1 Database Engine [ v
Server name: [10.16.5.13\M550L2009 %
Authentication: . |Windows Authentication %

IP + InstanceName I

) ATt
FPassword

[ Connect ][ Cancel ][ Help l[ Options >>

Access SQL Server instance with IP and instance name

Now stop the SQL Server Browser service with net stop sqlbrowser command in the command prompt or one of the
other ways that were mentioned above. Also exit SSMS and reopen it.
Try to login again with the same parameters as before. This time you will geta message like the following.

h ¥ Microsoft

Connect to Server

6 Cannot connect to 10,16.5.13\M55QL2008.

Additional information:

l» A network-related or instance-specific error occurred while establishing a connection to SQL Server.
The server was not Found or was not accessible, Yerify that the instance name is correct and that
SQL Server is configured to allow remote connections. (provider: SQL Network Interfaces, error: 26 -
Error Locating Server/Instance Specified) (Microsoft SQL Server)

9

[ Connect ] [ Cancel || Help | [ Options >> ]
Error message when SQL Server browser service is stopped

The reason is that the browser service is not running and the customized static port is also missing in the connection

parameters.

To login successfully we have to provide the customized port number in the following way. The server name field

would need IP\InstanceName,PortNumber.
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44 Connect to Server

Microsoft*

2. SQLServer2008

Server type:
Server name:
Authentication:

User hame

Database Engine

B
110.16.5.13\MSS0L2008,1444 [
1 Windows Authentication ;';

L Connect

” Cancel ][ Help

] [ Options >>

Provide port information when browser service is stopped

Hopefully this has given youenough information to understand how the browser service runs and when and when you

do not need to have this service running.

Next Steps

Before making any changes to the SQL Server Browser service make sure that connection strings in existing code are

changed to meet the changed configurations, otherwise you may have some connection issues.
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